BO Y TE CONG HOA XA HOQI CHU NGHIA VIET NAM

BENH VIEN THONG NHAT Poc lap — Tw do — Hanh phiic
Sé: 1&F/BVTN-TMS Tp. Ho Chi Minh, ngay |3 thang § nam 2024
YEU CAU BAO GIA

Goi thau: Thué may chii (Server), twong lira va thw dién tir (MailServer)
Bénh vién nim 2025 — 2026

Kinh giri: Cac Hang san xuét, Nha cung cép tai Viét Nam

Bénh vién Thc‘mg Nhét ¢6 nhu cu tiép nhén bao gia dé tham khéo, xdy dung gia
g6i thau, 1am co sé td chirc lya chon nha thiu g6i thau Thué may chu (Server), tuong
Itra va thu dién t (MailServer) Bénh vién ndm 2025 — 2026 chi tiét nhu sau:

I. Théng tin ciia don vi yéu cAu bdo gia

1. Pon vj yéu cau bio gia: Bénh vién Théng Nhét.

2. Théng tin lién hé clia ngudi chiu trach nhiém tiép nhén béo gia:

T6 Mua sdm, PAu thiu va Quan ly Dy an.

- Email: tms@bvtn.org.vn

- $6 dién thoai: 028 3869 0277 — 214, 771

3. Céch thirc tiép nhan béo gié:

- Gui ban scan bdo gi4 c6 chit ky ctia nguoi dai dién phap luat va con déu (néu
c6) cua don vi cung cap béo gia; hodc

- Nhén tryc tiép tai dia chi: Van phong T6 Mua sim, D4u thdu va Quéan Iy Du
an, Bénh vién Théng Nhét, s 01 Ly Thudong Kiét, Phuong 7, Quan Tan Binh,
TP.HCM.

Thoi gian tiép nhan: Tir 08h00 ngay 1/ @ /2024 dén trudce 16h00 ngaysH$ /2024,
Céc bao gia nhan dugc sau thoi diém néu trén s& khong duoc xem xét.

4. Thoi han c6 hiéu luc clia bdo gia: t6i thiéu 180 ngay ké tir ngayay/ ¢ /2024

I1. N§i dung yéu cau bdo gia

1. Danh myc hang héa/dich vu: Chi tiét trong bang mé ta yéu ciu vé tinh nang,
thong sb k¥ thuat tai Phu luc kém theo.

2. Dia diém cung cap, lép dit; cac yéu ciu vé van chuyén, cung cép, lap dat,
bao quan hang hoa:

- Giao hang, lap dit dua hang héa vao sir dung tai Bénh vién Théng Nhat, moi
chi phi van chuyén, lip dit do nha cung cép chiu.



- Hang hoa trong qua trinh vén chuyén phai thuc hién theo quy dinh ctia nha
san xuat.

- Dia diém nhan hang héa/dich vu: Tai noi sir dung, Bénh vién Thong Nhat, s6
01 Ly Thuong Kiét, Phuong 7, Quéan Tan Binh, TP.HCM.

3. Thoi gian giao hang, hoan thanh hop ddng: trong vongFA0 ngay ké tir ngay
nhan dugc thong bao dat hang cua Bénh vién.

4. Du kién vé céac diéu khoan tam (g, thanh toan hop dong: Khong tam (ng,
thanh todn 100% gia tri nghiém thu sau khi du diéu kién thanh toan theo hop dong.
Thoi gian thanh toan: trong vong 4R. ngay ké tir ngay nha thau cung cap day du ho
so thanh toan quy dinh theo hop dong.

5. Cac thong tin khac:

- Cac Hang san xuét, Nha cung cip c6 thé lién hé kiém tra truc tiép vi tri lap
dit va lam rd nhitg ndi dung vé k¥ thuét truéc khi chio gia.

- Dé nghi cac Hang sin xuAt, Nha cung cép nghién ciru k¥ cac yéu cau va lam
Bang bao gia theo huéng din da néu tai Thong béo nay.

Tran trong cam on./.
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PHU LUC

Danh muc, sé lugng va yéu cau k¥ thuét géi thau
Thué may chu (Server), tuong Iira va thu dién tir (MailServer)

Bénh vién ndm 2025 - 2026

1. Tén danh muc va s6 lwgng:
STT DANH MUC Pon vj tinh S6 lwong
I Hé thong thu dién tr (MailServer) Hé théng 1
11 Thué may chi (Server) Hé théng 1
111 Thué hé théng tuong lra Hé théng 1

*Thoi gian thwe hién: 24 thang.

2. Yéu cau ky thuat ciia

g6i thau:

a./ H¢ thong thw dién tir (Mail Server):

Yéu cau ky thuat cta hé thong thu dién tir: Xay dung giai phép thu dién tir dy
du cac mdy chu cua phén hé may chu thu dién tir(Email):

» May chu Mail Server: C6 thé ding mot trong céc nén tang: Exchange
2019 ban quyén, Zimbra, Mdeamon ban quyén

» May chu LDAP: Windows 2019

» May chu antispam chuyén dung ctia hang Cisco c6 ban quyén chéng spam
va chong virus

> Thoi han thué dich vy cla toan bd hé thong thu dién tir 1a 2 nim

Chi tiét yéu cau nhu bén dudi:

L. HE THONG DICH VU E e
1./Hé thong mail server SET 1
2./Cisco Email Security Virtual Appliance(Email Security Solution) | SET 1
o ESA Inbound Essentials SW Bundle (AS,
1 | ESA-ESI-LIC= AV, OF) License 100
Inbound Essentials Bundle(AS+AV+OF) |
| 2| ESABSIAV-S]  |ovmerniinh i e o
4./May chu Cloud Server Cho hé thégg mail SET 1
1| vCPU 56 Core 1|
2 | RAM 64G |
3| SSD 1,5TB SSD RAID 5 Hotspare 1|
4 | Pia chi IP Public L(IP Public sach chuyén dung cho hé thdng i
Email)
5 | Dia chi IP Private | Khong gi6i han &
6 Antivirus McAfee Complete EndPoint Protection - | &
Enterprise Suite Support |
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7 | Network Interface 10Gbps 1
8 | Bandwidth : 1Gbps trong nudc/10Mbps Quoc Té I
9 L‘;‘;ié&lumg cHn Khong gidi han 1
10 | Data Center CMC, VNPT IDC hodc Viettel IDC 1
' 5./May Chii Cloud Server Cho hé thong LDAP SET 1
| 1|vCPU 12 Core 1
2 | RAM 16G 1
3|SSD 150G SSD RAID 5 Hotspare 1
4 | Pia chi IP Public 1 1
5 | Dia chi IP Private Khéng gidi han 1|
6 Antivirus McAfee Complete EndPoint Protection - [ |
’ Enterprise Suite Support
| 7| Network Interface | 10Gbps 1
' 8 | Bandwidth 1Gbps trong nude/10Mbps Quoc Té I
9| 0S8 __| Windows 2019 Ban Quyén 1
10 Ic;;‘l‘iéi“““g chuyen | 1 hong gisi han
11 | Data Center CMC, VNPT IDC hoic Viettel IDC 1
6./May Chu Cloud Server Cho h¢ thdng chong spam mail SET 1
1 | vCPU 8 Core 1
2 | RAM 8G ]
3 [ SSD 200GB SSD RAID 5 Hotspare 1
;| Dia chi IP Public 1(IP Public sach chuyén dung cho hé théng {
Email)
5 | Dia chi IP Private Khong gidi han 1
6 Antivirus McAfee Complete EndPoint Protection - |
Enterprise Suite Support
7 | Network Interface 10Gbps 1
8 | Bandwidth __| 1Gbps trong nuée/10Mbps Qubc Té ]
9 g;‘fié’;‘“’“g chuyen | ¥ héng gi6i han |
10 | Data Center CMC, VNPT IDC hoic Viettel IDC ]
7./DICH VU TRIEN KHAI SET 1
1 | IDS-SRV Chi Phi Thiét Lap Hé Thong Mail 1
2 | IDS-SRV Chi Phi Cai D3t Ban Déu 1

b./ Dich vu thué may chu (Server):
» Yéu cau ky thuat dich vy cho thué 2 may cha 40 héa véi cAu hinh nhuw sau,
thoi gian thué 1a 24 thang:

1M




MA THIET |

PVT |
Tk Bl |
| [THER . 080 | sereane |
thdn may Sap
2 | Bovixuly 2x bd vi xtr Iy mdi bd vi xit 1y tdi thiéu 10 nhén (core)
3 ﬁ“fyca'“ POV 06 thé cai dat 2 b6 vi xir Iy
4 |BONhé | HG trg sin 24 x 16GB RDIMM DDR4
Bo diéu khién N |
5 | & cing (RAID | RAID Controller h3 trg RAID 0,1,5,6,10,50,60
Controller) |
[ 6§ o oo s |1X 1Z0GBEED
L 7] 8 [2x 80068 SSD
| 8 - 3x 2TB SATA

Thoi gian thué : 24 thang

Thuong hiéu mdy chu : HPE hodc IBM/LENOVO

Kiém tra nhiét do.

Giai phap 40 héa VMWare va h¢ thong ban quyén khac, ban quyén phai

chinh hdng véi cAu hinh nhw sau, thoi gian thué 1a 24 théng:

2./ Hé Thong Phin Mém

Phan Mém Ao
Hoa

sé lwong 1 ban

Ban quyén phdn mém VMware vSphere 7 Essentials Plus Kit for 3
hosts (Max 2 processors per host), ma san pham: VS7-ESP-KIT-C. |

KIT-G-SSS-C

Dich vu hé trg k¥ thuat chinh hang di kém ban quyén phan mém
VMware vSphere 7 Essentials Plus Kit for 3 hosts (Max 2
processors per host), thoi gian 1 ndm, ma san pham: VS7-ESP-

(]

Phéan Mém
Backup

lugng 4

+ Ban quyén phin mém Veeam Backup & Replication Enterprise
Plus for VMware, mé san phdm: V-VBRPLS-VS-P0000-00, so

+ Dich vu hd trg ky thuét chinh hang di kém véi ban quyén Veeam
Backup & Replication Enterprise Plus for VMware, thdi han 1 nam

W

Phan Mém MS

10C

Bén quyén Microsoft®WindowsServerSTDCORE Sngl
chense/SqﬁwareAssuranchack OLP 2Licenses NoLevel CoreLic
s0 lugng t6i thi€u 10 ban dé chay dugc v6i may chu véi 2 x CPU

Bén quyén Microsoft®Windows®ServerCAL Sngl
chense/SqftwareAssurancePack OLP 1License NoLevel UsrCAL
so luogng toi thiéu 5 ban

v Dich vu trién khai cac mdy chii 40 héa va may chu wng dung:

e Dich vu trién khai may cht 40 héa VMWare ban quyén
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Dich vu trién khai hé thong
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Dich vu trién

Noi dung trién khai phan Server:

+ Chia RAID

+ C4u hinh iDRAC

+ C4p nhat firmware cho céc servers dé sin sang 4o héa
+ Cai dat VMWare vSphere 7

+ Cai dat vCenter 7

+ Céu hinh quan ly cé4c host trén vCenter 7

+ Tich hop vSphere 7 v6i hé thong backup

+ Trién khai mdy chti vCenter du phong

+ Trién khai VMware vRealize Operations Manager

+ Tich hgp VMware vRealize Operations Manager vao
vCenter

' 1 | khai hé théng | * Trién khai VMWare NSX-T 2
o Woa " | + Tich hgp VMWare NSX-T vao vCenter
+ Trién khai Kubernetes master node trén vSphere Cluster
Groupl
+ Trién khai Kubernetes worker node trén vSphere Cluster
Group2 ;
+ Tich hgp phan mém Backup vao vCenter
+ Trién khai b sung cac may chu ing dung
+ Xay dung kich ban va trién khai cdc may chu o theo
yéu cau thyc té
+ Kiém tra lai toan bd phén System
+ Kiém tra toan bo hoat dong ctia hé théng dam bao theo
yéu cau thuc té
e Dich vu trién khai méay chu AD
Dich vu trién khai hé thong B

Trién khai hé
thong PDC

Tao 1 VM méi trén hé théng 4o hoa

Cai dat Windows 2019 Std

Cai dit cac thong so: IP, DNS, Name, Updating Windows,
License, Time,...

Cai dat Joined domain cho may chu PDC

Promote may chu thanh may chu Additional Domain
Controller

CAu hinh Users, OU, Group Policy

Céu hinh DNS

Hudng din van hanh hé théng AD




e Dich vu trién khai mdy chi ADC

Dich vy trién khai hé théng

Trién khai hé
théng ADC

Tao 1 VM méi trén hé thong 4o héa

Cai dat Windows 2019 Std

Cai dit cac théng sb: IP, DNS, Name, Updating Windows,
License, Time,...

Cai dat Joined domain cho may chu PDC

Promote may chu thanh mdy chu Additional Domain
Controller

Kiém tra cac théng tin OU, Group, Users da df‘)ng bo tir
PDC sang ADC

Kiém tra céc théng tin DNS da ddng bd tir PDC sang ADC
Huéng dan van hanh hé théng AD

e Dich vu trién khai may chu Sao Luu va Phuc Hi Dt Liéu

Dich vu trién khai hé thong

B¢

Trién khai hé

+ Cai ddt may chu Backup Server
+ Cai dat may chu Backup Server Proxy

qua giao thirc SMB

+ Cau hinh Backup Server Repository

+ Tao kich ban backup va restore

+ Céu hinh céc tinh nang policy backup:
- Tao Job backup

- Céu hinh noi lru trit backup

Trién khai hé théng sao luu dit liéu tdng thé trén nén
giai phdp VEEAM hodc giai phap khac trong duong:

+ Céu hinh Backup Server két néi dén hé théng NAS

théng sao luu va
phuc héi dir liéu
cho toan bd hé
théng

- Céu hinh lich backup

- CAu hinh tich hop tmg dung backup cho phép khoi
phuc dit liéu & muc ing dung

- Céu hinh Caching

+ Céu hinh céc tinh ning restore:

- Tao Job restore

- Khoi tao job restore

- Céu hinh restore 1 VM tht

- Kiém tra VM sau khi restore

+ Kiém tra toan bd hoat dong va cdc tinh ning da cdu
hinh trén hé thong Backup Server

+ Tbi wu hoa hiéu suét theo yéu cau thuc té

+ Pao tao cdu hinh, quan Iy va van hanh

e Dich vu trién khai may chu CA

Dich vu trién khai hé thén

w
| L) ]

Trién khai hé
thdng Certificate
Authority (CA)
Server

Trién khai hé thdng Certificate Authority (CA)
Server:

+ Cai ddt may chu méi Windows 2019

+ Cai dat tinh néng Certification Authority




+ Yéu cau chirng chi v6i cac tily chon nang cao tir
may chu CA

+ Kiém tra yéu cau chimg chi dang cho xir Iy

+ Lay chung chi CA ;

+ G1ri yéu cau chung chi bang céch sir dung tép
PKCS # 10 hodc tép PKCS # 7

+ Kiém tra toan bd hodt dong va cac tinh nang da céu

hinh trén hé thng CA

e Dich vu trién khai may chi DHCP
| Dich vu trién khai hé thong Bo
Tao | VM méi trén hé thong a0 héa
| Cai dat Windows 2019 Std |
Cai dat c4c thong sb: IP, DNS, Name, Updating ;
Trién khai hé W‘i.ndows,' License, ’i."ime,... : ; E
: 1 i éng DI—ICF; Cai dit Joined domain cho may chu PDC 1 i
Cai dat DHCP role f
Céu hinh DHCP Pool |
| Chu hinh DHCP relay |
Hudng dan vén hanh hé théng DHCP
e Dich vu trién khai may chi LDAP
| Dich vu trién khai hé thon B
Tao | VM mdi trén hé thong ao héa
: Cai dat Windows 2019 Std
Cai dat cac thong sé: IP, DNS, Name, Updating
Windows, License, Time,...
| | Triénkhaihé | Cai dtJoined domain cho may chu LDAP :
thong LDAP Promote mdy chi thanh may chu Additional Domain
Controller
Kiém tra cac djch vu LDAP
Testing két n6i WLC dén LDAP
Huéng din van hanh hé théng LDAP
e Dich vu trién khai may chi Monitoring
Dich vu trién khai hé théng Bo

Trién khai hé
1 thong
Monitoring

Tao | VM méi trén hé thong ao hoa

Cai dat Windows 2019 Std

Cai dat céc thong so: IP. DNS, Name, Updating
Windows, License, Time,...

Cai dat Joined domain cho may chi Monitoring
Cai dat RTG

Céu hinh két ndi PRTG v6i h¢ thong Firewall

CAu hinh két néi PRTG véi hé théng Core Switch
Céu hinh két ndi PRTG v6i hé théng Access switch
CAu hinh két ndi PRTG véi hé théng May chui ting
dung




« Dich vu trién khai may chii khéc bao gdm : SCCM, Antivirus, File Server,
SharePoint,...

c./ Thué Twong lira: : :
> Yéu cau ky thuit dich vu trién khai, t6i wu héa, vin hanh va bdo tri hé thong
twong lira, thoi gian thué la 24 thing:

tiép

muyc sb TenHanghas i Thﬁngséky ﬂmgtvacéctléu ¢'h___.u§n o lwomg
Thiét Bi tu’&ng
1 lira thé h¢ ké B 2

Nang luc xur ly

Thoéng lugng FW : >=5 Gbps

Théng lugng IPS: >=3.2 Gbps

Thoéng lugng AV: >=2.0 Gbps

Théng lugng NGFW: >=1.2 Gbps

Thoéng lugng Threat Protection:>= 800 Mbps

S6 phién méi/gidy : >=48,000

S6 phién ddng théi tdi da: >=1 Million

S6 lugng Virtual System tdi da: 5

Théng lugng IPSec VPN:>=2.7 Gbps

Thong lugng SSL proxy:>=250 Mbps

S6 lwong user SSL VPN mic dinh/tdi da:
8/1,000

S lugng IPsec Tunnel : >=4,000

Phan ctig

Céac cong quan tri:1 x Console Port, 2 x
USB3.0 Port, | x MGT Port (RJ45

Céc port 1/0 ¢b dinh: 8 x GE (including 1
bypass pair)

O cimg 8GB

C6 kha ning nang cap lén dén 2TB 6 cing
SSD hoéc cao hon

Ngudn AC 100-240 V 50/60 Hz

Kich thudc 1 U

Tinh nang maic
dinh cua tudong
Itra thé hé méi

C6 san tinh nang attack defense dé chong lai
cac cudc tén cong DOS/DDOS nhu SYN
flood, UDP flood, DNS reply flood, DNS
query flood defense, TCP fragment. ICMP
fragment, ARP attack va cac cudc tin cong
giao thirc bat thuong

C6 kha néng nhén dién cdc giao thirc file bao
gom HTTP, FTP, SMTP, POP3 va SMB

Hé tro limit Session dwa trén source IP,
destination IP, schedule,
application ,protocol va new connections,
sessions

o
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Hang
A
muc so

Tén hang héa

Théng s k thudt va cc tiéu chudn

DVT

S6
lwgng

C6 kha nang tic}} hqp véi SMS modem hoédc
SMS gateway dé guri ra SMS canh bdo

C6 san tinh ning SSL Decryption dé giai ma
céc dir liéu bi mé hoéa bai SSL

Tinh ning
truyén thong cua
tuong lra

C6 kha nang cau hinh Layer 3 (routing), layer
2 (transparent) va TAP mode trén mdt giao
dién Webgui duy nhat ma khéng can phai g&
cau lénh CLI, ciing nhu khong cin 4o hoa
thiét bi

C6 sén tinh ning Server Load Balancing v&i
cac phuong phap sau:
Weighted  hashing,  weighted least-
connection, va weighted round-robin

C6 san tinh ndng Link load balancing. Tu
dong chuyén link dua trén bandwidth,
latency, jitter, connectivity, application. Link
health inspection v6i ARP, PING, va DNS

HS trg NAT va ALG: NAT46, NAT64,
NAT444, SNAT, DNAT, PAT, Full Cone
NAT, STUN

Tinh ndng Bidirectional Forwarding
Detection (BFD) gitup nhanh chéng phat hién
16i trén link , hd trg cac static
route/OSPF/BGP.

C6 tinh ning mirror traffic tréen WEBGUIL
C6 thé loc theo source IP, destination IP,
source port, destination port. network
protocol (TCP/UDP/ICMP).  Mirroring
ingress traffic, egress traffic hodc ca 2

Hb tro IPv6, Ipv6 routing véi static routing,
policy routing, ISIS., RIPng, OSPFv3 va
BGP4+

Xéac thyc ngudi dung qua: TACACSH,
LDAP, Radius, Active Directory. H6 trg
Single-Sing-on va 2-factor authentication

Tinh nang Security policy redundancy check

Tinh nang USB auto-install cho phép trién
khai nhanh chéng

Tich hgp ban
quyén tinh ning
kiém soat Ung
dung

C6 kha néng nhan dang hon 4000 Gng dung.
Céc ing dung duge dinh nghia boi thong so:
Description, Risk factor, Port, URL

Kiém soat ing dung véi hanh déng: Chan,
reset session, monitor hodc traffic shaping

Phat hién va kiém so4t cac vmg dung cloud

trén cloud




Hang
A
muc so

Tén hang héa

ic tiéu chudn

bVT

S6
lwogng

Cé6 kha ning cung cap so6 liéu thong ké va
giam sat multi-dimensional cho céc img dung
chay trén cloud, bao gom risk category va céc
déc tinh lién quan

Tinh ndng IPS

H& trg ché do IDS sniffer

Loc dua trén céc thong sb: severity, target,
OS, application hodc protocol

Ho trg phat hién céc giao thirc bat thuong,
hodc duya trén rate-based. Tuy chinh
signature. Ty dong hodc thu céng cdp nhat
signature theo co ché push hodc pull

Céc hanh dong: default, monitor, block, reset

Chong DOS IPv4 va IPv6 nhu TCP Syn
flood, TCP/ UDP/SCTP port scan, ICMP
sweep, TCP/UDP/ SCIP/ICMP session
flooding

Hb trg kha ning capture céc goi tin c6 chira
moi de doa

Tinh nang Anti-
Virus

C6 kha ndng thém hodc xo6a thu cong cac
MDS Signature trong co s& dit liéu Antivirus

Co6 kha ndng phat hién virus trén céc giao
thie: “HTER, " SMTEPR, - POP3, " IMAP;
FTP/SFTP, SMB

C6 kha nding phat hién virus trong céc file nén

Tinh ndng URL
filtering

Tinh néng loc web dong véi 140 triéu URL
khac nhau

Dinh nghia loc web dua trén URL, ndi dung
web va MIME header

HO trg c4c tinh niing filter gdm:

- Filter Java Applet, ActiveX hodc cookie

- Block HTTP Post

- Log search keywords

Tinh néng QoS

HO trg kha ning lap lich cho céc chinh sach
QoS

HG6 tro kha nang phén b6 bang théng linh hoat
va uu tién cho phéan bang théng con lai chua
st dung

Tinh ning QoS hé trg 2 level traffic shaping
cho phép kich hoat traffic shaping theo user
hogc theo ting dung. H3 trg it nhat 4 pipe cho
mdi level.

Hb trg co ché QoS: Type of Service (TOS)
va Differentiated Services (DiffServ)

l= &



Hang
A
muc so

Tén hang héa |

Thﬁng sé L g huﬁt va céc tidu chuéin

VT

S6
lwrgng

Hb trg phan bo bang thong theo URL
category

Tinh nang
truyén thong cua
tuong lra: HA

H& trg ché do hoat dong Active/Passive

H5 trg peer-mode HA dé tranh van dé bat doi
xung dinh tuyén khi trién khai HA

Hb tro Twin-mode HA dé hd trg HA pair
trong active-active datacenter, v&i viéc dong
bd session, tuong lra pohcy Twin-mode cua
tuong lua, tudng lira s€ giai quyét van dé
ludng bét ddi xirng bang cach dong bo dit liéu
clia cac tudng lira trong trung tdm dit li¢u du
phong véi data chinh thong qua mot lién két
diéu khién di liéu danh riéng.

HA tro cac hinh thire trién khai HA:

- HA véi Link aggregation

- Full Mesh HA

- HA phan tén

Hb tro Standalone session synchronization

Hb trg HA reserved management interface

Tinh ndng quan
tri

Hd tro quan tri HTTP/HTTPS, SSH, telnet,
console

HO trg kha nang nang cAp mé rong tinh ning
quéan ly tdp trung trén phdn mém quan ly
riéng biét

Hb tro SNMP, syslog, Netflow v9.0

Ho trg kha nang cap mo rong tinh nang giam
sat thiét bi 24/7 trén cloud bang trinh duyét
web hodc ing dung di dong

HO tro ning cip
ban quyén tinh
nang Anti-Spam

H3 trg ngan chin va phéan 16p spam theo thoi
gian thuc v&i céc loai spam: Confirmed
Spam, Suspected Spam, Bulk Spam, Valid
Bulk

Hb trg giao thirc SMTP va POP3

Hb tro phét hién inbound va outbound

Hb tro bao vé ngén ngit, dinh dang hoic ndi
dung cua thu

HG trg Whitelist gitip cho phép email tir cac
domain tin cly

Hb tro ning cip
ban quyén tinh
nang Cloud-
Sandbox

Tai file doc hai 1én Cloud sandbox dé phan
tich

HJ trg cac giao thire HTTP/HTTPS, POP3,
IMAP, SMTP, FTP va SMB

Hé tro cic loai file nhu: PE, ZIP, RAR,
Office, PDF, APK, JAR, SWF va Script




Hang

muc s

Tén h'éng-héa‘.-_

 Thong's a '"'«tléu chuén

bvVT

Sé
lirgng

Klem sodt klch thuéc file va huong truyen
file

Cung cap bao cdo phén tich hanh vi day du
cua file doc hai

Chia sé global Threat Intelligence, ngén chén
moi de doa real-time

HOb trg mode phat hién ma khong cén tai file
1én

Hb tro nang cip
ban quyén tinh
nang Botnet
C&C
Prevention

Khdm phd cdc botnet ndi by bén trong h¢
théng bang cach glam sat két néi C&C va
ngin chin cic méi de doa nang cao khac nhu
botnet va ransomware

Ngin chin C&C IP va Domain

Hb trg phat hién trén cac giao thirc TCP,
HTTP va DNS

Ho trg phéat hién DNS Sinkhole va DNS
tunneling

H0 trg phat hién thudt todn ty dong sinh tén
mién DGA

N§i dung trién
khai

Trién khai hé thong tuong lira:

+ Lﬁp dat thiét bj 1én tu rack

+ Két nbi cable 1G Uplmk v6i Core Switch
+ Khdi tao va nang cap firmware trén mdi
thiét bi

+ Céc hinh cdc théng sb quan 1y stack: IP,
SNMP, NTP, Web Management over
S8k, ..

+ Céu hinh c4c tinh niang Next Generation
Firewall NGFW):

- CAu hinh ddng bd Firewall véi AD

- C4u hinh Advanced Malware Protection:
Antivirus Gateway, Sandbox, DDOS
Protection

- Trién khai Antispam Service

- Trién khai Domain Reputation Service

- Trién khai Security Rating Service

- Céu hinh IPS

- Cau hinh Application Control: Phén loai
ung dung, dinh nghia céc ung dung dugc
truy cap trong hé théng, viét qui trinh IT
Policy va apply vao hé théng,...

- C4u hinh Web Filtering: Phan loai céc
website dugc truy cép, dinh nghia céc
website dugc truy cép trong hé thong, viét
qui trinh IT Policy va apply vao hé thong, ...
+ Trién khai céc tinh ning SD-WAN: WAN
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router, WAN optimization, WAN path
control, WAN multi-broadband

+ Kiém tra toan bd hoat dong va céc tinh
nang da cAu hinh trén hé thong tudng lira

» Yéu ciu ky thudt dich vu trién Kkhai, t6i wu héa, van hanh va bao tri hé thong
nén tang XDR cho trung tim diéu hanh an ninh, théi gian thué 1a 24 théng:

Dich Vy Trién Khai h¢ théng XDR cho t

g tim diéu hanh an ninh

1

Trién khai hé théng gidm st an
ninh théng tin trén nén ma
ngudn mo hodc giai phap phu
hop

“Trién khai hé théng SIEM dua trén ma nguon

m¢ hodc giai phap phu hgp vai cac tinh nang
bat budt théng ké nhu bén dudi: ‘f
Yéu cau hiéu nang: Trong truong hop hé
thong phat sinh s6 lugng su kién lon hon 6.1
ban quyén hé tro ctia hé thong, phai khong
drop dbi véi dir liéu bj virgt qua ma van dam
bao tinh toan ven cua thu thép dit liéu vuot
qua.

Yéu cau vé md hinh trién khai: |
- Hé théng trién khai theo kién triic tép trung
hodc phan tan co6 cac thanh phan phan tich tai
site chinh va site dy phong. :
- Hé thong c¢6 tinh ndng cau hinh hang doi dé
han ché viéc thét thoat dir liéu trong qua trinh
thu thap. .
- Hé théng c6 tinh nang c4u hinh dé kiém sodt |
téc do xir ly trong qué trinh thu thap sy kién, |
Yéu cau vé quan trj hé théng:
- Quan tri thong qua: CLI, Web GUI. {
- Hé thdng c6 chirc nang phan quyén nguoi
diing hé théng theo vai tro (Role-based access
control).

- Hé thong c6 kha nang xéac thuc ngudi ding
thong qua LDAP, Active Directory, %
eDirectory, SAML, two-factor anthentication. |
Kha nang thu thap va chuan héa dir liéu clia
hé théng:

- C6 kha nang thu thap log tir nhiéu nguoi dir
liéu may khac nhau nhu: cac mdy chu, cac
trng dung, cac dir liéu mang bao gém ca dir
liéu log, dir liéu vé céc giao dich, nhat ky cudc
goi, dir liéu tir dién thoai di dong. write data,
clickstream data. sensors, GPS, RFID...

- Co6 kha nang thu thap dir liéu cua cac ing
dung tity chinh (img dung tu pht trién va
opensource) ma khdng can phén biét dir liéu




Dich Vu ‘I‘rlen Khai hé thong XDR cho' nuni'jtﬁm dleu hanh an ninh

6 cau truc hay khong c6 cau tric.

- C6 kha nang thu thép céc dir liéu moi duoc
sinh ra trong file log theo thoi gian thyec.

- C6 kha néng xay dyng index cua dir li¢u ma
khong cén tuan theo luge d6 dit liéu dau vao
(schema at read).

- C6 kha nidng che céc thong tin nhay cam
(masking) trong dit liéu raw trudc khi hién thi
1én dashboard, dam bao tinh bi mét cua thong
tin (nhu thong tin tai khoan ngudi dung, thong
tin mat khiu,...) l
Kha ning tim kiém va phan tich dir li¢u cta

hé théng:

- C6 kha nang tim kiém cung ltc trén nhiéu ‘
ngudn dit ligu, nhiéu dinh dang khac nhau.

- Cung cdp cbng cu tu dong/thu cong phan
tach cac trudong thong tin dé hiéu ro hon vé y |
nghia cua céc dit li¢u log. ;
- Cho phép tu dong phat hién cac bit thuong |
hogc dir li¢u ngoai 1¢ thong qua cac mau dir

liéu lich sir két hop véi cong cu machine
learning. |
Kha nang bd sung tri thirc dé lam giau dix liéu |
ctia hé thong: ‘
- C6 kha nédng cho phép hé thong va ngudi
dung tu dong thém cac ngudn tri thirc dé lam
giau dit ligu.

- C6 kha nang cho phép xac dinh va phan loai
céc giao dich béng cach tuong quan sy kién
trén nhiéu ngudn dit liéu khic nhau.

- C6 khé nang chia sé cac c4u 1énh tim kiém,
cac bao céo cho cac nguoi dung khac nhau
trong hé théng.

Kha néng gidm sét, canh béo cia hé thong:

- C6 kha ning 14p lich thyuc hién cdc ciu 1énh
tim kiém va thiét 1ap cac diéu kién canh béo
dua trén cac ngudng do nguoi dung quy dinh
trude.

- C6 thé tich hgp Gng dung trén mobile nhu
Email, Workplace,... cho phép ngudi quan tri |
giam sat va nhan canh béo ngay trén thiét bi d1
dong (hd trg Android va 10S).
- C6 kha niing cho phép theo d&i va ty dong |
khic phuc s ¢ thong qua céc script hodc

Web Hook.

Kha ning phan tich va bao céo ciia hé thong:
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- C6 kha niing ho tro phan tich, thong ké bang
céch két hop cac cau lénh tim kiém nang cao
trong mot cau 1énh tim kiém duy nhat.

- Cho phép cai dat/tiry chinh dé c6 chirc nang
tiry bién béo céo theo cic dang khac nhau:
time-base charts, histograms, sparklines.
interactive line, bar, pie, scatterplot and heat.
- C6 kha nang trich xuat bao cdo & dang PDF
theo yéu cau hodc lap lich.

- Phan loai sur ¢4 bao mat dua trén cac cip do
nguy hiém.

Kha nang tao va tuy chinh Dashboard cua hé
théng:

- Co kha nang tao va chinh stra dashboard
bang cach két hop céc két qua tim kiém, biao
c4o, bang va biéu db

- C6 khé néng tich hop véi cac ing dung phd
bién ctia bén thi ba.

- Checklist kiém tra hé théng dinh ki (tinh
trang, perfomance.

Kha ning xay dung va phat trién img dung
cia hé thong:

- C6 kha nang cho phép xay dung va trién
khai cac (ng dung trén nén tang cua giai phap
cho céc truong hop st dung cu thé.

- C6 kha nang cho phép tao céc irng dung
thdng qua viéc dong goi cac dashboard va céc
file cdu hinh khac nhau.

- Cho phép ngudi dung dé dang truy cép va tu
dong chuyén ddi giira céc g dung.

Trién khai va mé& rong cua hé théng:

- C6 kha ning cho phép trién khai on-premise,
cloud hodc méi trudng ao hoa.

- Cho phép hd trg cac hé diéu hanh Linux,
Windows, Solaris, HP-UX, AIX, Free BSD va
Mac OSX.

- C6 kha nang giam sat dé phat hién cac thay
ddi cau hinh trai phép.

Yéu cau vé bao mét ciia hé thong:

- Cho phép cAu hinh han ché truy cap vao cac
ngudn dir liéu, loai dir liéu, khoang thoi gian,
view, bdo céo hoidc dashboard cu thé.

- C6 kha ndng hd trg x4c thuc théng qua
LDAP, Active Directory, e-Directory, SAML.
- C6 kha niing hd trg cdc giai phap xac thuc
hai buéc nhu RSA, Duo Security.
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e Co khé néng cho phep nguodi dung truy cap

an toan thdng qua giao thirc HTTPS.
- Cho phép xdc nhén tinh toan ven cua dir li¢u
index theo nhu cau dé dam bao tinh an toan va |
tudn thu.

Kha nang giam sat bao mat téng thé cia hé .
théng: |
- Giam sat bao mét end-to-end toan by cac dir
liéu duoc thu théap. i
- Tang kha néng phét hién va diéu trasu c6 |
thong qua cac phuong thirc phén tich nang |
cao. |
- Tang cuong kha ndng pha thién cac nguy co |
thong qua viéc tich hop véi Threat. '
Kha néng phan tich, diéu tra sy cb:

- Cung cap Workflow/Case Management dé {
quan ly céc su kién an ninh bét thuong/tan |
cong dugc dinh danh, ’
- Cung cip cac bao cao vé hanh vi nguoi dung
va hoat dong cua hé théng mdt cach téng quan |
nhim hd trg viéc kiém toan, chong lai cac
hanh vi can thiép dit liéu.

- Cung cép giao dién giam sat tai san/dinh
danh, cho phép quén ly dugc tai san dang &
déu, ai dang s¢ hitu, ai dugc phép truy cap.,..
- St dung céc cong cu diéu tra dé phit hién |
céc hanh vi bét thuong trén cac hé thong bi |
x&m nhép (Advanced Threat Detection).
Kha néng phan tng sy cb:

- Cung cép ddi ngii phan img sy cb phi hop
cho tung miurc d§ su co. ;
- Cung cép quy trinh ph01 hop phén (g su ¢6 |
gitta bénh vién va Péi tac.

- C6 kha néng ghi nhé céac cdu 1énh tim kiém,
cac budc da thuc hién, céc ggi y cho viéc xu
ly, ung pho su cd.

- C6 kha nang xdu chudi céc sur kién lién quan
dén su ¢ theo thoi gian dé hidu rd vé vong
doi cia cude tn cong.

- Cho phép tich hop cac hé théng SOAR
(Security Orchestration Automation and
Response) thyc hién qua trinh tu dong phan
tng lai cac ddu hiéu bit thuong nhu thu thap
théng tin chuyén séu, cho phép két nodi toi cac |
hang thir ba dé thuc hién ngén chin. :
Kha nédng quan ly rui ro:
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- Cho phép 4p dung Risk score tdi cac tai san,
hanh vi hodc nguoi dung dua trén d§ quan
trong hay mirc d6 anh hudng tdi td chirc.

- H6 tro dé dang theo ddi hién trang bao mit
tir d6 hiéu va chii dong quan ly rui ro tong thé.
a Kha nang quan ly 16 hong tong thé: Cho phép
theo d&i trang thai va hoat ddng cta céc 16
héng ton tai trén hé thong.

Cac tinh nang néang cao:

- Giai phap ném trong top 3 trong danh gia
cua Gartner v€ giai phép thu thap. gidm sét va
phén tich log trong 3 nam gan nhat.

- Cho phép tich hop thém cac ngudn théng tin |
| vé threat intelligence & bén ngoai dé hd tro |
‘3 diéu tra, phan tich su cé.

- Cho phép md hinh hoa lai kién tric mang.
qua d6 biét dugc tinh trang an ninh tai tiing
thanh phén trong ha ting mang theo thoi gian
thuec.

- H6 tro cac giao dién giam sat cac Security
Domain nhuu Access, Endpoint, Network.

- Hd tro tinh nang Adaptive Respone cho cic
3 thiét bi mang/bao mat ciia cac hang nhu

: Symant'ec, Palo Alto, Cisco, Fortinet,...

- Hé thdng cho phép xir ly automation dbi véi
cac cong viéc lap di lap lai nhiéu lan

Luru y: Nhén hiéu, tén nha san xuat hang héa néu trong Phu luc chi mang tinh |
tham khdo, minh hoa cho yéu cau vé kj thugt ciia hang héa, dich vu yéu cau, khéng phai
tiéu chudn danh gid, nha thau cé thé chao hang héa ciia hding khdc ¢é théng sé ky thudt
twong dwong hodc 16t hon cdc hang hoa néu trén vé ddc tinh ky thugt, tinh nang sw dung,

tiéu chuan cong nghé.



Trén co s& yéu cau bao gia cua Bénh vién Thong Nhat, ching toi

MAU BANG BAO GIA

BAO GIA

Kinh giri: Bénh vién Thong Nhat

(ghi

tén, dia chi cua Hang san xuét, Nha cung cip; trudng hop nhiéu hang san xuat, nha
cung cap cung tham gia trong mot bao gid (goi chung la lién danh) thi ghi ré tén, dia
chi cua ting thanh vién lién danh) bao gia cho cac hang héa/dich vu nhu sau:

1. Béo gia cho céc hang héa va dich vu lién quan (d6i véi géi thau hang hoa, néu
la goi thau cung cap dich vu phi tu van thi bé muc nay):

Dan: D

1 2 vi
hing tinh
hoa

Kngi. | o8
! hang
wgng | -0

Thanh
tidn

Pon
gid

Ngay giao hang

Ngay giao hang
sém nhit
[ghi 56 ngay: ké tir
ngay hop dong c6
hiéu luc hodc ké tir
ngay chi dau twe yéu
cdu giao hémg doi
vdi truong hop giao
héng nhiéu ldn]

Ngay giao hang
muén nhit

[ghi 6 ngay: ké tir
ngay hop dong cé
hiéu lye hodc ké tir
ngay chi ddu tw yéu |
cau giao hang doi vai :
truong hop giao hang |
nhiéu lan]

(Guiri kém theo cdc tai liéu chimg minh vé tinh ndng, thong sé ky thudt va cdac tai
ligu lién quan cua hang hoa)

2. Béo gié cho céc dich vu phi tu vn va dich vu lién quan (déi véi géi thau cung
cép dich vu phi tu véan, néu 1a goi thau cung cép hang héa thi bé muc nay):

Danh muc dich
vu

STT

M6 ta dich
vu®

Khéi lrgng
méi thiu

Pon vi

¢k Pon gia

Thanh tién

(S

Béo gia nay cé hiéu luc trong vong:

ngay, kétirngdy thang niam

[ghi

cu thé sé ngay nhung khéng duoc nhé hon s6 ngay quy dinh tai muc 1.4 cia Yéu cau

chao gid].

Chuing t6i cam két:



Khéng dang trong qua trinh thuc hién thu tuc giai theé hodc bi thu héi Giay
chirng nhén ding ky doanh nghiép hodc Gidy ching nhan dang ky hé kinh
doanh hodc cac tai liéu tuong duong khac; khong thudc truong hop mét kha
nang thanh toén theo quy dinh cia phap luat vé doanh nghiép.

Gia trj cua cac hang hoa/dich vu nén trong bao gia la phu hop, khong vi pham
quy dinh ctia phap luat vé canh tranh, ban pha gia.

Nhirng thong tin néu trong bao gia la trung thuec.

casveseey NEAY  tHANE o A .0
Pai dién hop phép ciia hing sin xuit, nha cung cip
(Ky tén, déng ddu (néu cé))



